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Key Features and Benefits
•	 �Permits your organization 
to access archived data 
quickly and efficiently

•	 �Supports enforcement of 
your organization’s AUP 
(Acceptable Use Policy)

•	 �Improves e-mail 	
archiving reporting 	
and administration

•	 �Reduces potential costs 
of archiving infrastructure, 
operation and management

•	 �Streamlines external 	
requests for archived e-mail 
data, including increasing 
efficiency of e-discovery 
requests

•	 �Allows customized 	
settings that can be 	
applied to a sub-set of 	
your organization’s e-mail 
users, whose e-mails are 
more likely to be the 	
subject of archiving 	
requests (for example, 	
corporate executives)

The Growing Need for E-Mail Archiving
As companies expand their operations to support customers in locations 
across the globe, they have become increasingly reliant on e-mail to facilitate 
convenient communication and collaboration. However, with the increased 
reliance on e-mail also comes the need to archive e-mail to respond to 
potentional legal challenges, abide by governmental regulations and maintain 
an effective internal audit trail. Savvis’ e-mail archiving service permits your 
organization to archive organizational e-mail conveniently and effectively, 	
to help meet these growing requirements.

In its report titled, “Messaging Archiving Trends, 2005-2008,” Osterman 	
Research reports the following:

•	 �More than half of organizations surveyed must retrieve data from their 	
e-mail archives at least 5 times per year. At least 20% of organizations 	
need to retrieve the data more than 20 times per year.

•	 �Roughly 40% of organizations have been ordered by a court or regulatory 
body to produce employee e-mail records. More than half of organizations 
with 2,000 employees or greater have been ordered to produce 	
such records.

•	 �More than 80% of small organizations and half of larger organizations are 
moderately satisfied or dissatisfied that their legal obligations are being 	
met for legal discovery requests.

As the data above indicates, organizations need to be able to retrieve their 
archived e-mails conveniently and quickly, as there are frequent requests to 
provide such records.

Savvis’ E-Mail Archiving Service
Delivering the service in conjunction with our Technology Partner 
MessageLabs, the service consists of two components. The first component 
is a dedicated archiving appliance that resides in your organization’s network, 
and fully integrates with your Active Directory database. The second 
component is a secure archive that stores, maintains and manages all of 	
your organization’s archived e-mail. Prior to leaving your organization’s 
network, all e-mail is encrypted by the archiving appliance, utilizing archiving 
encryption technology. For your protection, data retrieval of the archived 
e-mail requires access to both the encryption key and the secure archive. 

Security Services

IT Infrastructure-as-a-Service

Powered by



A summary of the service’s potential benefits to your organization include 	
the following:

•	 �Your organization does not need to purchase an expensive archiving 	
infrastructure on its own. A large portion of the archiving infrastructure 	
is included in our managed archiving service. Ongoing operation and 	
management are also included with the service. In addition, the costs of 	
reacting to e-discovery requests may be reduced, since there is a single, 	
effective archive for organizational e-mail records.

•	 �The service allows your organization to retrieve data quickly and 	
efficiently, which permits your organization to comply with requests for 	
archived data (such as legal e-discovery requests), while also helping to 	
reduce potential corporate risk that results from violations of your 	
AUP guidelines.

•	 �The service allows you to choose what organizational data should be 	
archived. For instance, the archiving service may be customized to apply 	
to select employee groups within the company who would be more likely 	
to be subject to requests for archived data (rather than archiving being 	
conducted for all users of your organization’s e-mail service). An example 
would be an organization that had Savvis’ anti-virus service apply to its 	
1,500 e-mail users, while having the archiving service apply to a smaller 	
sub-set of 150 senior executives. 

More detailed summaries of the capabilities of the service (including the 	
Archiving Policy Engine, Secure Archive, Archive Search & Retrieval and 	
Archiving Report capabilities) appear in the sections below.

Archiving Policy Engine
The Archiving Policy Engine is accessed by a Web-based interface, 	
which can easily be customized by your organization to perform the 	
following activities:

•	 �Specify and enforce organizational AUP (Acceptable Use Policy), 	
retention and supervision policies.

•	Maintain a full audit trail of changes that are made to the AUP. 

•	 �Print and distribute a PDF version of your AUP, to help educate 	
employees in the organization. 

•	Fully-integrate the service with your Active Directory database.

Secure Archive
The Secure Archive performs automated capture of your organization’s 	
internal and external e-mail communications. In addition to automated 	
capture of e-mail, the Secure Archive performs the following functions:

•	 �Stores multiple copies of e-mail messages and indices in multiple data 	
centers and on spinning disks.

•	 �Digitally fingerprints all messages for authenticity and verification 	
purposes.

•	Collects a full audit trail of system and user activities.

•	 �Stores all data in an encrypted format, accessible only to your organization.
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Archiving Search & Retrieval 
The Archiving Search & Retrieval service provides “archiving supervision” 	
for organizations that require additional visibility into organizational users’ 
compliance with the AUP. This includes the following:

•	 �Implementing a routine (yet flexible) user supervision process, which allows 
your organization to select and review the content of electronic messages.

•	 �Implementing a random-sampling process for organizational e-mail, even 
down to the individual user level.

•	 �Specifying enforcement rules for each AUP policy item, based on the 	
content of the message, the content of the attachment, the sender’s role 	
in the organization, the sender’s department, etc.

•	 �Providing your organization with access to risk management reports, which 
provide you with a graphical view of potential exposure to risks that are 
posed by non-compliance of corporate e-mail policies.

Archiving Reports
Our service is backed by comprehensive reporting that permits your 	
organization to assess e-mail usage patterns and behavior. These 	
reports include:

•	The volume of e-mail archived by user-groups and individuals.

•	The current size of your organization’s Secure Archive.

•	Audit trails of changes made to key policies.

•	Details of supervision activities.

•	 �Highlighting of potential risk exposure, based on organizational 	
e-mail policies. 

Improving the Efficiency of your Organization’s E-Mail Archiving 
Savvis’ E-Mail Archiving Service permits your organization to improve 	
e-mail archiving efficiency and reporting, reduce the potential risk of internal 
AUP violations, streamline requests for archived e-mail data, and potentially 
reduce overall costs of e-mail infrastructure and management. In addition, 
the service integrates seamlessly with Savvis’ Hosting, Network and Security 
Services. For additional information regarding the service, please contact 	
your Savvis Account Executive, or phone us at the number that appears on 	
the next page. 

About MessageLabs
MessageLabs is the world’s leading provider of messaging security and 	
management services, with more than 12,000 clients in more than 70 countries 
around the world. Delivered at the Internet level, across a global network of 
data centers, MessageLabs’ managed service scans a billion business e-mails 
each week, protecting companies from e-mail threats, securing confidential 
information and enforcing e-mail policies. MessageLabs’ services enable 	
businesses to ensure the integrity of electronic communications and regulatory 
compliance, help manage and reduce risk, secure critical infrastructure and 
maintain the confidentiality of information. Please visit MessageLabs on the 
Internet at: www.messagelabs.com
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About Savvis 
Savvis, Inc. (NASDAQ:SVVS) is an outsourcing provider of managed computing 
and network infrastructure for IT applications. By outsourcing to Savvis, 
enterprises can focus on their core business while Savvis ensures the quality of 
their IT infrastructure. Leading IT organizations around the world have selected 
Savvis to help them improve their service levels, reduce capital expense and 
deal with the rising costs of bandwidth, energy, real estate, staff and expertise. 
As a pioneer in utility computing, Savvis understands and harnesses the latest 
advances in technology like virtualization, cloud computing and support 	
process automation.
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