
Security Health Check Assessment

Key Items
•	 �Cost effective, comprehen-
sive security assessment of 
your business critical 	
infrastructure

•	 �Review delivered by world-
class Savvis security experts

•	 �Assessment is based on the 
ISO 17799-01 international 
standard

•	 �Security Health Check 
Report highlighting current 
security posture and 	
recommendations for action

•	 �Additional security 	
services to implement 	
Security Health Check  
Report recommendations

The Security Challenge
Do you have an overall view of how effectively your security plan is working? 
Are the right IT security controls in place to protect your information, 
intellectual property, computer systems and network assets that are critical 	
to your business?

These are the type of questions that your IT management team must be able 
to address to ensure the cis not running unacceptable levels of security risk. 
These assets are subject to an increasing variety of threats including but not 
limited to: business competitors, special interest groups such as the hacker 
community, human error, and white-collar computer crime.

According to the 2004 CSI/FBI Computer and Crime Security Survey, 53% 
of respondents detected computer security breaches within the last twelve 
months with 70% of these attacks originating from external sources. In all, 
respondents acknowledged an aggregated loss of $141 Million. To address 
the security challenges facing IT administrators today, Savvis has designed 
a cost effective solution that provides a quick, yet comprehensive security 
assessment of key components of your business-critical infrastructure.

The Savvis Advantage: Leveraging Industry Best Practices
Savvis understands that a logical first step in assessing and improving your 
company’s security posture is to conduct a gap analysis against a well-
established set of standards and best practices. For that reason, Savvis 	
utilizes the International Organization of Standardization’s ISO 17799-01 	
as the foundation for the Security Health Check Review.

Using the ISO 17799-01 as the basis for evaluation enables our security experts 
to conduct the assessment to a level of rigor that Savvis believes is best for 
identifying major gaps in a company’s security program. Once those gaps 
are identified, our security experts will assist you in building a risk mitigation 
strategy that is in line with your company’s security goals.

Our experience conducting very large and complex security assessments 
has provided Savvis security experts valuable insight regarding potential 
roadblocks and technical issues that may preclude you from benefiting the 
most out of a security assessment.
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To that end, we have perfected the approach and methodology so that our 
team of security experts can make the most efficient use of your valuable 
time, while still being able to provide you with a comprehensive review of 
critical aspects of your organization’s security. Additional information on the 
International Organization for Standardization can be found at www.iso.org.

The Savvis Solution
Our team of Security experts will conduct each assessment utilizing a 
combination of policy evaluations (formal and informal), interviews with 	
key personnel, and specific network testing. At the conclusion of their study 
the Security team will provide a Security Health Check Report that acts as 
a high level summation of your current security posture and provides a clear 
means for evaluating your organization’s progress toward implementing your 
strategic goals. The Security Health Check Report also becomes an excellent 
source for planning future assessment work such as regulatory and cyber 
insurance audits.

The Savvis Assessment Framework
In an effort to streamline the process your Security Health Check Assessment 
will be conducted in four distinct phases:

Phase 1: Document Review and Evaluation

In this initial phase, a meeting will be conducted to outline the scope of the 
assessment. A mutually agreed-upon timeline will be defined, along with a 
review of the Savvis customer questionnaire to be completed by your 	
technical team.

The information gathered (e.g. current security policy, current network 
diagrams, password policies, business continuity plans, incident response plans 
etc) for the questionnaire will assist the Savvis security team as they move into 
the next phase; the On-Site assessment.

Phase 2: On-Site Assessment

During the second phase of the assessment, our security team will build on 
the knowledge acquired during Phase 1. The information provided in the 
customer questionnaire provides an outline for conducting the two day on-site 
interviews with key personnel within your organization. The on-site component 
of the assessment generally the following areas:

• Business Policies and Procedures

• Business Strategy

• Network and Security Architecture

• Security Management and Operational Procedures

• Human Resources and Hiring Processes

Phase 3: Vulnerability Identification

This phase of the assessment is conducted remotely and consists of internal 
and external network vulnerability scans. The tool Savvis uses categorizes 
over 1,800 unique tests (e.g. web servers, anti-virus, remote access, wireless, 
mail servers etc.) which allow the security team to define custom profiles for 
each customer. The results of the scans are evaluated and prioritized by high, 
medium and low risks.
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Phase 4: Documentation and Assessment

During the final phase of the assessment, the information gathered during the 
previous three phases is compiled into a report that documents all findings 
identified during the on-site meeting and unveiled during the automated 
vulnerability scans.

An executive summary will be presented highlighting all major security issues 
and recommendations for action. The report will also include a description of 
the benefit and level of effort to implement each recommendation.

Industry Leading Security Experience
Savvis has many years of experience securing the complex networks of 
the largest companies in the world. Our security experts have been at the 
forefront of designing and securing the most complex networks in the world 
and have secured sites for many of the fortune 1000 as well sites for the U.S. 
Government.

Many of Savvis’ security personnel hold advanced technical degrees as well 	
as a wide array of industry recognized security certifications including CISSP, 
CISA, GSEC, GIAC, and many others.

Savvis is also certified by URAC, a leading, private, non-profit accrediting 
organization as a preferred provider for HIPPA compliance assessments, 	
and is one of only few organizations authorized by Visa USA and Master 	
Card to conduct assessments against the rigorous Payment Card Industry 
Standard (PCI).

Related Services
In addition to the Security Health Check Assessment, Savvis offers both 
consulting expertise and superior managed security services to help you 
implement the suggested recommendations provided by the Security 	
Health Check Report. These additional services include:

Security Architecture Consultation

Savvis can provide consultative services to assist in the development of a 
secure network architecture that is compliant with the growing number of 
industry-driven and legislative regulations. Savvis Security consultants will 
work directly with the customer’s network and application design teams to 
help create the optimal network design.

Security Policy Review

Most of the government and industry-driven regulations are driven by policy. 
It is not possible to successfully meet compliance with any of these programs 
without an effective comprehensive security policy. Savvis can provide 
consultative services to assist in the development of a sound, comprehensive 
security policy that is consistent with industry best practices.

Security Code Review

An independent analysis of code is the most thorough evaluation of the 
weaknesses of an application and is recommended for sites that have 
significant assets to protect or are exposed to significant risks due to the 
nature, location, or architecture of the site. By using proprietary tools and 
techniques, Savvis will identify vulnerabilities and provide recommendations 
for improving the application security of the site.
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Get Ahead
When you are aware of the business exposures resulting from inadequate 
security controls, you can begin to implement improved controls and establish 
the processes that are required to ensure that the controls are effective.

The Savvis Security Health Check Assessment will provide invaluable insight 
into the vulnerabilities of your IT environment and enable you to proactively 
secure your business against hostile attacks. For more information on Savvis 
Security Solutions, contact a Savvis Service Representative at 1.800.SAVVIS.1, 
or visit us online at www.savvis.net.

About Savvis 
Savvis, Inc. (NASDAQ:SVVS) is an outsourcing provider of managed computing 
and network infrastructure for IT applications. By outsourcing to Savvis, 
enterprises can focus on their core business while Savvis ensures the quality of 
their IT infrastructure. Leading IT organizations around the world have selected 
Savvis to help them improve their service levels, reduce capital expense and 
deal with the rising costs of bandwidth, energy, real estate, staff and expertise. 
As a pioneer in utility computing, Savvis understands and harnesses the latest 
advances in technology like virtualization, cloud computing and support 
process automation.
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