










Savvis’ Security Professional Services is a specialized business that focuses on 
providing an end-to-end security solution to our customers. Savvis has developed 
an extensive range of consulting services that can help our customers to address 
the ever-changing and increasing security threats to their applications, systems 
and network. Security Services cover every aspect of the security cycle, from 
assessment and design to implementation and management, and include the 
following services: 

• Security Assessment Services 

• Security Architecture Review 

• Security Code Review 

• Security Policy Development

• �Security Architecture Development and Implementation

• Cyber Incident Response Planning

• �Business Continuity and Disaster Recovery Planning

• �Security Compliance Consulting Services

• Security Awareness Workshops

• Managed Security Services

Building an Information Assurance Program
The key to achieving Information Assurance stressed in this paper is for the team 
of contributors to work together and view security as a business enabler. Savvis 
provides security consulting services to coordinate efforts from the team of 
contributors into recommendations and action plans for reducing security risk, 
developing security policy documents or standards, and facilitates the editing and 
review of the security policy toward approval and implementation.

The Savvis Information Assurance program strategy is to develop only policy or 
security standards that include requirements the organization is able to enforce. 
Savvis analyzes the current security posture and provides recommendations 
for adjustments to help organizations meet their specific security goals, such 
as the implementation of PCI DSS, DISA STIG, or ISO 27001 / 27002 security 
standards. Savvis consultants are experienced in adjusting security policy to 
support the organization’s culture, mission and business focus. This results in 
the creation of a security policy that will be practiced by all users, staff, and 
management of the organization. 

When necessary, Savvis is able to engage contributors with specializations in 
individual technical fields to produce a suite of security documents to support 
each customer’s efforts for an effective security program. Examples of these 
areas include individuals with extensive experience drafting hardening standards 
for server and desktop platforms, network devices, and security devices; security 
patch management; network security standards; incident response plans; business 
continuity and disaster recovery plans; and proposing solutions for security 
measures such as centralized logging, intrusion detection, and file integrity, as well 
as other areas required to protect sensitive information as discussed in this paper. 
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Savvis’ Security Legacy 
Savvis’ legacy of delivering security services dates back to 1987, with the 
formation of our ARCA Common Criteria Testing Lab (CCTL). With such a 
rich legacy, customers can be assured that the Savvis Security Services team 
practices security-industry-standard tenets of confidentiality, integrity, and 
availability. Our fully managed security devices are kept current with the latest 
patches and upgrades. In addition, we only allow individuals with security 
responsibility to access information about the way we deliver security services to 
their organizations, and all communications with the devices that Savvis manages 
is either encrypted or restricted to our private networks. Last, our Security 
Technical Assistance Center (STAC) infrastructure and processes are fully 
redundant, to provide service reliability round-the-clock.

In summary, Savvis provides the professional services that transform an existing 
organization with security challenges into a secure organization prepared for 
security threats and enabled to provide services and products in a secure fashion.
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About Savvis
Savvis, Inc. (NASDAQ:SVVS) is an outsourcing provider of managed computing 
and network infrastructure for IT applications. By outsourcing to Savvis, 
enterprises can focus on their core business while Savvis ensures the quality of 
their IT infrastructure. Leading IT organizations around the world have selected 
Savvis to help them improve their service levels, reduce capital expense and 
deal with the rising costs of bandwidth, energy, real estate, staff and expertise. 
As a pioneer in utility computing, Savvis understands and harnesses the latest 
advances in technology like virtualization, cloud computing and support process 
automation.
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